
Agenda 
Board of Directors  
March 15, 2018 • 9:00 am – 2:00 pm (ET) 

ReliabilityFirst Corporation 
3 Summit Park Drive, Suite 600 • Cleveland, OH 44131 
Room:  Fifth Floor • New Jersey and Michigan Conference Rooms 
Attire:   Business Casual 

Closed Agenda 

Board of Directors – Executive Session   
Room Location: Ohio Conference Room – 6th Floor 
Breakfast Included 

   8:30 am 

Open Agenda 

1. Call to Order and Appoint Secretary to Record Minutes 9:00 am 
Presenter:        Lisa Barton, Chair

2. Antitrust Statement
Presenter:   Jason Blake 
Reference: Antitrust Compliance Guidelines 

3. Chair Remarks
Presenter: Lisa Barton, Chair 

4. Consent Items
Presenter: Lisa Barton, Chair 
Reference: a) Draft Minutes from November 30, 2017 Board of Directors

Meeting
b) Draft Minutes from November 30, 2017 Annual Meeting of

Members
c) Resolution for Special Election for Large LSE Sector (No.

2018-1)
Action: Approve Consent Items 

5. Information Item
Presenter: Lisa Barton, Chair 
Reference: 2017 Annual Report 
Action: Accept Information Item 

6. President’s Report
Presenter: Tim Gallagher 
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7. Financial Update
Presenter: Ray Palmieri 
Description: Mr. Palmieri will provide an update on the 2017 year-end financials, 

the timeline for the 2019 Business Plan and Budget, and 
establishing the Operating Reserve. 

Reference: Presentation 
Action: Approve Operating Reserve for 2019 

8. Cold Weather Performance
Presenter: Rob Eckenrod, Chief Compliance Officer, PJM Interconnection, 

LLC (PJM); Tim Aliff, Director of System Operations, Midcontinent 
Independent System Operator (MISO) 

Description: This discussion will focus on the performance of the Bulk Electric 
System in the MISO and PJM footprints during recent winter 
weather events, including the “bomb cyclone,” in contrast to the 
2014 polar vortex.   

Reference: a) PJM Presentation
b) MISO Presentation

Action: Information and Discussion 

9. RTO Resiliency Efforts
Presenter: Rob Eckenrod, Chief Compliance Officer, PJM; Tim Aliff, Director 

of System Operations, MISO 
Description: FERC initiated a proceeding (Docket No. AD18-7-000) to evaluate 

the resilience of the Bulk Electric System in Regions operated by 
Regional Transmission Organizations.  PJM and MISO will share 
their perspectives on resilience for their respective footprints.  

Action: Information and Discussion 

10. EMS Update
Presenter: Brian Thiry 
Description: Mr. Thiry will lead a discussion on trends, themes, and mitigation 

strategies identified regarding EMS challenges. 
Reference: Presentation 
Action: Information and Discussion 

11. Cyber Security Update
Presenter: 
Description: 

Reference: 
Action: 

Larry Bugh 
Mr. Bugh will lead a discussion regarding cyber security current 
events; ReliabilityFirst’s efforts to benchmark best cyber security 
practices with its peers; and proposed metrics to help measure 
ReliabilityFirst’s security posture. 
Presentation with Proposed Metrics 
Approve Metrics 

12. Wisconsin Public Service Transfer Request
Presenter: Jeff Mitchell 
Description: Mr. Mitchell will discuss Wisconsin Public Service’s request to 

transfer to ReliabilityFirst. 
Reference: Presentation 
Action: Information and Discussion 
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13. GridEx Update
Presenter:  Ray Sefchik 
Description:  Mr. Sefchik will provide an overview of GridEx IV, including  

ReliabilityFirst’s participation in this grid security exercise.  
Reference:   Presentation 
Action:  Information and Discussion 

14. Committee Reports
Finance and Audit Committee • Patrick Cass

Compensation Committee • Kenneth Capps 

Compliance Committee • Brenton Greene 

Nominating & Governance Committee • Matthew Paul 

15. Comments from Stakeholders

16. 2018 Future Meetings:
 May 24, 2018 • Cleveland, Ohio
 August 30, 2018 • Cleveland, OH
 November 29, 2018 • Washington, DC

17. Adjourn

Roster • Board of Directors 

Lisa Barton, Chair • AEP (S • 2020) 
Simon Whitelocke, Vice Chair • ITC Holdings Corporation (AL • 2018) 
Michael Bryson • PJM (RTO • 2018) 
Ken Capps • Southern Maryland Electric Cooperative, Inc. (AL • 2019) 
Patrick Cass • Independent (2020) 
Scott Etnoyer • Talen Energy (AL • 2020) 
Brenton Greene • Independent (2019) 
Jim Haney • FirstEnergy Services Company (T • 2019) 
Larry Irving • Independent (2018) 
Lou Oberski • Dominion Resources Services, Inc. (S • 2018) 
Matt Paul • DTE Energy (M-LSE • 2019) 
Susan Sosbe • Wabash Valley Power Association (S-LSE • 2020) 
Lynnae Wilson • Vectren (T • 2020) 
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ANTITRUST COMPLIANCE GUIDELINES 
 
 

I. GENERAL 
 
 It is ReliabilityFirst’s policy and practice to obey the antitrust laws and to avoid all 
conduct that unreasonably restrains competition.  This policy requires the avoidance of any 
conduct which violates, or which might appear to violate, the antitrust laws.  Among other 
things, the antitrust laws forbid any agreement between or among competitors regarding 
prices, availability of service, product design, terms of sale, division of markets, allocation 
of customers or any other activity that unreasonably restrains competition. 
 
 It is the responsibility of every ReliabilityFirst participant and employee who may in 
any way affect ReliabilityFirst’s compliance with the antitrust laws to carry out this policy. 
 
 Antitrust laws are complex and subject to court interpretation that can vary over time 
and from one court to another.  The purpose of these guidelines is to alert ReliabilityFirst 
participants and employees to potential antitrust problems and to set forth policies to be 
followed with respect to activities that may involve antitrust considerations.  In some 
instances, the ReliabilityFirst policy contained in these guidelines is stricter than the 
applicable antitrust laws.  Any ReliabilityFirst participant or employee who is uncertain 
about the legal ramifications of a particular course of conduct or who has doubts or 
concerns about whether ReliabilityFirst’s antitrust compliance policy is implicated in any 
situation should consult ReliabilityFirst’s President.  The President will consult with legal 
counsel as appropriate. 
 
II. PROHIBITED ACTIVITIES 
 
 Participants in ReliabilityFirst activities (including those of its committees and task 
groups) should refrain from the following when acting in their capacity as participants in 
ReliabilityFirst activities (e.g., at ReliabilityFirst meetings, conference calls and in informal 
discussions): 

 

 Discussions involving pricing information, especially margin (profit) and internal 
cost information and participants’ expectations as to their future prices or internal 
costs. 

 

 Discussions of a participant’s marketing strategies. 
 

 Discussions regarding how customers and geographical areas are to be divided 
among actual or potential competitors. 
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 Discussions concerning the exclusion of actual or potential competitors from 
markets. 

 

 Discussions concerning boycotting or group refusals to deal with competitors, 
vendors or suppliers. 

 
 

III. ACTIVITIES THAT ARE PERMITTED 
 
 There are a number of restrictions guiding and defining permissible activities. 
 
 In order to avoid antitrust issues, decisions and actions by ReliabilityFirst (including 
its committees and task groups) should only be undertaken for the purpose of promoting 
and maintaining the reliability and adequacy of the bulk electric supply system.  If you do 
not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during ReliabilityFirst meetings and in other 
ReliabilityFirst -related communications.   

 
 You should also ensure that ReliabilityFirst procedures, including those set forth in 
the ReliabilityFirst Agreement and the ReliabilityFirst Documents, are followed in 
conducting ReliabilityFirst business. 
 
 In addition, all discussions in ReliabilityFirst meetings and other ReliabilityFirst -
related communications should be within the scope of mandate for or assignment to the 
particular ReliabilityFirst committee, task group or other group, as well as within the scope 
of the published agenda for the meeting. 
 
 No decisions should be made nor any actions taken in ReliabilityFirst activities for 
the purpose of giving an industry participant or group of participants a competitive 
advantage over other participants.  In particular, decisions with respect to setting, revising, 
or assessing compliance with NERC and ReliabilityFirst reliability standards should not be 
influenced by anti-competitive motivations. 
 
 Subject to the foregoing restrictions, participants in ReliabilityFirst activities may 
discuss: 

 

 Reliability matters relating to the bulk power system, including operation and 
planning matters such as establishing or revising operating and planning 
standards and other reliability criteria, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

 

 Matters relating to the impact of reliability standards for the bulk electric supply 
system on electricity markets, and the impact of electricity market operations on 
the reliability of the bulk electric supply system. 

 

 Proposed filings or other communications with state or federal regulatory 
authorities or other governmental entities. 
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 Matters relating to the internal governance, management and operation of 
ReliabilityFirst , such as nominations for vacant committee positions, budgeting 
and assessments, and employment matters; and procedural matters such as 
planning and scheduling meetings. 

 
 Any other matters that do not clearly fall within these guidelines should be reviewed 
with ReliabilityFirst’s President before being discussed.  The President will consult with 
legal counsel as appropriate. 
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Draft Minutes 
Board of Directors 
November 30, 2017 • Washington, DC 
 
Pepco Holdings Incorporated 
701 9th Street NW • Washington, DC 20037 

  
 

Executive Session 
 

Confidential Topics - The Board met in executive session commencing at 8:00 am (ET) 
until 8:40 am (ET), and discussed confidential matters concerning the Corporation. 

 
 

Open Session 
 
Call to Order – Chair Lou Oberski called to order a duly noticed open meeting of the Board of 
Directors (Board) on November 30, 2017 at 10:30 am (ET).  A quorum was present, 
consisting of the following members of the Board: Chair Lou Oberski; Vice Chair Lisa Barton 
(by phone); Michael Bryson; Patrick Cass; Ken Capps; Brenton Greene; Jim Haney; Deborah 
Hart; Larry Irving; Susan Ivey; Matthew Paul; Hertzel Shamash; Susan Sosbe; and Simon 
Whitelocke. 
 
A list of others present during the Board meeting is set forth in Attachment A.  
 
Appoint Secretary to Record Minutes – Chair Oberski designated Jason Blake as the 
secretary to record the meeting minutes.   
 
Antitrust Statement – Jason Blake advised all present that this meeting is subject to, and all 
attendees must adhere to, ReliabilityFirst’s Antitrust Compliance Guidelines.  
 

Chair Remarks – Chair Oberski welcomed all in attendance. He welcomed Lynnae Wilson 
and Scott Etnoyer to the Board, and thanked Hertzel Shamash and Deborah Hart for their 
valuable years of service.  He also thanked the Board for the opportunity to serve as Board 
Chair for the past two years.   
 
Chair Oberski reported on the recent meeting between the Regional and NERC CEOs and 
Board Officers, where the participants aligned the ERO Enterprise Business Plan and 
Budget with the ERO Strategic Plan and discussed the makeup of the Regional Boards. He 
stated that in closed session, the Board discussed internal management changes at 
ReliabilityFirst and NERC; year-end goals and staff compensation; and the dissolution of 
Southwest Power Pool Regional Entity (SPP RE).   
 
Keynote Speaker: Ron Ciesel, President and General Manager of SPP RE, provided the 
keynote remarks.  He described SPP RE and the diverse entities in its footprint, and 
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discussed the dissolution of SPP RE.   Mr. Ciesel discussed the evolution of the Regions 
and the industry since the beginning of mandatory compliance, and praised the Risk-Based 
Compliance and Monitoring Program.  He stated that the Reliability Standards have greatly 
improved since the beginning of mandatory compliance, and that approximately 80% of 
noncompliances are self-reported to the Regions by entities, which is exemplary.  
 
Mr. Ciesel praised the winter readiness work of NERC and the Regions, and stated this 
work is especially helpful to southern entities who are not accustomed to cold weather 
issues. He noted that the winter readiness efforts are a good example of ERO Enterprise 
outreach as an appropriate solution to a reliability issue, and there should be a proper 
balance between outreach and creation of new mandatory Reliability Standards.  
  

Consent Items – Chair Oberski introduced the following consent agenda items for 
approval: 

Agenda Item 5(a): Draft Minutes from September 28, 2017 Board of Directors 
Meeting 
 
Agenda Item 5(b): Resolution for Election of Corporate Officers for 2018 (No. 
2017-9) 
 
Agenda Item 5(c): Proposed 2018 Board Meeting Dates 

 
Upon a motion duly made and seconded, the Board approved the consent agenda items.  
 
Information Item – Chair Oberski introduced the following information item for acceptance: 
 
  Information Item 5: Update on BAL-502-RFC-03 Standard 
 
Upon a motion duly made and seconded, the Board accepted the information item. 

 
SPP RE Integration Update – Jason Blake provided an update on the SPP RE 
integration.  He stated that NERC identified three viable candidates for the allocation of the 
SPP RE entities (RF, SERC, and MRO), and asked the SPP RE entities to request which 
Region they would like to join.  Mr. Blake stated that NERC is using the criteria set forth in 
Rule 1208 of the NERC Rules of Procedure to evaluate the transfer requests, which includes 
location, cost, ability to perform the work, and experience.   
  
Mr. Blake stated that ReliabilityFirst is humbled and grateful to the numerous SPP RE entities 
that requested ReliabilityFirst as their preferred Region.  He reported that NERC will issue its 
initial proposal for the allocation of the SPP RE entities on December 1, 2017, for a 21-day 
comment period. He discussed the timeline for the remaining steps in the process, which will 
culminate with the transfer of the SPP RE entities by December 31, 2018.  
 
North American Transmission Forum – Tom Galloway, President & CEO of the North 
American Transmission Forum (NATF), discussed the NATF and its mission and approach.  
He discussed the NATF’s strategic goals and focus areas, which include resiliency, asset 
management, human performance, and continuous improvement.  Mr. Galloway discussed 
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the NATF’s programs, which include peer reviews, training events, peer development and 
training, and benchmarking.  He also provided information on the NATF/Electric Power 
Research Institute (EPRI) technical advisory group on resiliency threats.  
 
FERC Lessons Learned – Barry Kuehnle, CIP Senior Advisor for the Federal Energy 
Regulatory Commission (FERC), discussed FERC’s recent audits of registered entities to 
evaluate compliance with the CIP Version 5 Standards (CIP V5).  He stated that FERC has 
commenced five of the eight planned audits, and that FERC’s goal is to understand how 
entities have adapted to CIP V5.  Mr. Kuehnle provided an overview of FERC’s audit 
process, which is nonpublic and includes participation from NERC and Regional auditors.   
 
Mr. Kuehnle provided lessons learned from the FERC audits conducted thus far, including: 
(1) review and enhance communication protocols between business units related to CIP 
operations and compliance; (2) review all firewall rules and ensure access control lists 
follow the principle of “least privilege”; and (3) implement procedures to detect and 
investigate unauthorized changes to baseline configurations. 
 
Cyber Security Metrics – Larry Bugh discussed his work with Brent Greene and the 
ReliabilityFirst IT staff to identify cyber security metrics to help inform the Board’s oversight 
and decision-making.  He spoke with PJM about the metrics it presents to its board, and 
reported that ReliabilityFirst’s IT staff is investigating ways to automate the collection of 
data for metrics.  Mr. Bugh will provide additional information to the Board on this topic 
during the March meeting.  

 
Mr. Bugh provided an update on the corporation’s cyber security posture.  He also 
discussed ReliabilityFirst’s recent, successful test of its business continuity plan, and 
NERC’s recent audit of the business continuity plans at each of the Regions.  Mr. Bugh 
reported that ReliabilityFirst participated in GridEx IV on November 15-16, 2017, and 
expanded its participation to include event analysis staff, IT staff, and corporate 
communications/legal staff.  He will provide a more detailed GridEx report at the next Board 
meeting.    
 
Committee Reports  
 

a) Finance and Audit Committee – Patrick Cass, Chair of the Finance and Audit 
Committee (Committee), reported that the Committee discussed the corporation’s 
investment activities and the preparation of the Form 990 tax return for 2016.  The 
Committee received an update on the whistleblower hotline and complaint processes, 
and no issues were reported this year. The Committee also reviewed its charter, and 
confirmed that it completed all required duties for 2017.   
 

 

b) Compensation Committee – Ken Capps, Chair of the Compensation Committee, 
reported that the Compensation Committee reviewed the corporation’s performance to 
the 2017 goals, and discussed and approved the 2018 goals.  The Compensation 
Committee discussed the 2017 incentive award percentage; the 2018 retirement, fringe, 
and health and welfare benefits; and the 2018 average merit increase for staff. The 
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Compensation Committee also received a report on retention and vacancy rates, 
reviewed its charter, and confirmed the completion of all charter activities for 2017. 
 
c) Compliance Committee – Brenton Greene, Chair of the Compliance 
Committee, reported that the Compliance Committee discussed the 2017 Regional Risk 
Assessment, and received an overview of the 2018 CMEP Implementation Plan and 
Compliance Oversight Plan.  The Compliance Committee also received an overview of 
enforcement’s 2017 activities and 2018 goals, and Mr. Greene congratulated the 
enforcement team for meeting its 2017 goals.  The Compliance Committee reviewed its 
charter and confirmed its completion of all charter activities for 2017. 
 
d) Nominating & Governance Committee – Larry Irving, Chair of the Nominating & 
Governance Committee (NGC), reported that the NGC reviewed its charter and 
confirmed that it has completed all charter activities for 2017.  The NGC agreed on 
topics for the 2018 Board training event, and discussed utilizing other proposed training 
topics as part of future Board agendas and possibly an additional training event later in 
the year.  The NGC also determined 2018 Committee assignments; and determined the 
nominees for the Board Chair and Vice Chair. Upon a motion duly made and seconded, 
the Board approved Lisa Barton as Board Chair and Simon Whitelocke as Board Vice-
Chair.   

 
Comments from Stakeholders – Deborah Hart and Hertzel Shamash commented that it 
has been an honor to serve on the Board, and to work with the Board and ReliabilityFirst 
staff.  
 
Next Meeting - Chair Oberski noted that the next in-person meeting of the Board of 
Directors will occur on March 15, 2018 in Cleveland, Ohio at the ReliabilityFirst office. 

 
Adjourn - Upon a motion duly made and seconded, Chair Oberski adjourned the meeting 
at 12:41 pm (ET).  
 

 

As adopted on this __ day of March, 2018, by 
the Board of Directors, 
 
Jason Blake 
Vice President, General Counsel & Corporate 
Secretary 
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ATTACHMENT A 
 

 

Others Present During the Board of Directors Meeting 
 

 
Jason Blake • ReliabilityFirst, Vice President, General Counsel & Corporate Secretary 
Thomas Breene • WEC Energy Group 
Nick Brown • Southwest Power Pool 
Larry Bugh • ReliabilityFirst 
Sean Cavote • PSEG 
Ron Ciesiel • Southwest Power Pool 
Jeff Craigo • ReliabilityFirst 
Rob Eckenrod • PJM 
Scott Etnoyer • Talen Energy 
Thomas Foster • PJM 
Tim Gallagher • ReliabilityFirst, President & CEO 
Tom Galloway • NATF 
Megan Gambrel • ReliabilityFirst 
Joe Gardner • MISO 
Jeff Gindling • Duke Energy 
Don Holdsworth • PSEG 
Mark Holman • PJM 
Barry Kuehnle • FERC 
Jill Lewton • ReliabilityFirst 
Jeff Mitchell • ReliabilityFirst 
Ray Palmieri • ReliabilityFirst, Senior Vice President 
Joe Robinson • DTE Energy 
Paul Roehr • American Transmission Company 
Brian Slocum • ITC Holding 
Lori Spence • MISO 
Jennifer Sterling • Exelon 
Jody Tortora • ReliabilityFirst 
Jim Uhrin • ReliabilityFirst 
Christy Wicke • DTE Energy 
Deandra Williams-Lewis • ReliabilityFirst 
Lynnae Wilson • Vectren Corporation 
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Meeting of Members
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Draft Minutes 
Annual Meeting of the Members  
November 30, 2017 • Washington, DC 
 
Pepco Holdings Incorporated 
701 9th Street NW • Washington, DC 20037 

 
 

Open Session 
 

Call to Order – Chair Lou Oberski called to order a duly noticed open Annual Meeting 
of the Members on November 30, 2017 at 9:03 am (ET).  A quorum of the members of 
ReliabilityFirst Corporation (ReliabilityFirst) was present.  A list of these members is set 
forth in Attachment A.  A list of others present during the Annual Meeting of the 
Members is set forth in Attachment B. 
 
Appoint Secretary to Record Minutes – Chair Oberski designated Jason Blake as the 
secretary to record the meeting minutes. 
 
Antitrust Statement – Jason Blake advised all present that this meeting is subject to, 
and all attendees must adhere to, ReliabilityFirst’s Antitrust Compliance Guidelines.   
 
Chair’s Remarks and Welcome – Chair Oberski welcomed all attendees to the 
meeting and introduced the keynote speaker, Nick Brown. 
 
Key Note Speaker – Nick Brown, President & CEO of Southwest Power Pool, Inc. 
(SPP), provided the keynote address to the members.  He discussed the history of SPP, 
and SPP’s current operations and initiatives.  Mr. Brown stated that SPP made a 
strategic decision to focus on its operations as a Regional Transmission Organization 
(RTO), and to dissolve the SPP Regional Entity.  He noted that NERC encouraged SPP 
to coordinate with its members when selecting a new Region.  SPP performed due 
diligence during its selection process and spoke with many members of SERC, 
ReliabilityFirst and MRO.  Mr. Brown stated that as a result of this research, SPP 
selected ReliabilityFirst as its preferred Region.   
 
Mr. Brown discussed the importance of good Regional auditors, and of entities having a 
candid and healthy relationship with their Region.  He also discussed the SPP footprint, 
noting its high percentage of wind (which can reach over 50%), and that SPP is 
currently negotiating with ten entities to further expand its footprint.  
 
President’s Report – Tim Gallagher thanked Nick Brown, Ron Ciesel, and Tom 
Galloway for attending the Annual Meeting and Board meeting, and thanked Pepco for 
hosting the meetings.  He reported that Gerry Cauley and Marcus Sachs from NERC 
recently resigned from their positions (as CEO and CSO, respectively).  Charlie 
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Berardesco is serving as NERC’s interim CEO during the search for a new CEO, and 
ReliabilityFirst will support NERC during this transition period.    
 
Mr. Gallagher stressed the importance of remaining vigilant in CIP compliance and 
cyber security, given the constantly changing threats and technology in this area.  He 
noted that two companies recently had CIP fall downs, and encouraged entities to read 
ReliabilityFirst’s CIP themes report (an updated version of the report will be released in 
early 2018).  Mr. Gallagher reported that ReliabilityFirst was recognized as one of the 
top workplaces in Ohio in 2017, and had a 100% retention rate for the year other than 
some vacancies at the senior level.  He thanked the Board for approving additional staff 
positions, and stated that in the event analysis group (one of the areas where more staff 
was added), staff has cleared a backlog of 57 events and analyzed 73 additional 
events. 
 
Mr. Gallagher welcomed Lynnae Wilson and Scott Etnoyer to the Board, and thanked 
Hertzel Shamash and Deborah Hart for their years of service on the Board.  He also 
thanked Lou Oberski for his service as Board Chair.  
 
Announcement of Sector Election Results - Jason Blake announced the Director 
election results for the Supplier, Small LSE, and Transmission Sectors.  He announced 
that the elected Director for the Supplier Sector is Lisa Barton (Executive Vice President 
for AEP Transmission); the elected Director for the Small LSE Sector is Susan Sosbe 
(Compliance Manager for Wabash Valley Power Association); and the elected Director 
for the Transmission Sector is Lynnae Wilson (Vice President of Energy Delivery for 
Vectren Energy Delivery).   
  
Election of an At-Large Director and Independent Director – Chair Oberski presided 
over the election of an At-Large Director and Independent Director.  The nominees were 
Scott Etnoyer (Senior Director for Talen Energy) for election as an At-Large Director, 
and Patrick Cass (Certified Public Accountant and former Office Managing Partner at 
Ernst & Young) for election as an Independent Director. 
 
The election resulted in the election of Scott Etnoyer as At-Large Director and Patrick 
Cass as Independent Director.  Attached hereto are the election results as reported by 
the Inspectors of Election.     
 
2017 Financial Position of ReliabilityFirst – Ray Palmieri, Senior Vice President & 
Treasurer, provided an overview of the 2017 financial position of ReliabilityFirst.  He 
reported that ReliabilityFirst is presently 2.47% under budget, and is projected to be 
0.5% over budget at year-end (primarily due to fixed asset costs being higher than 
anticipated, and retirement and travel costs being lower than anticipated).  Mr. Palmieri 
stated that NERC and FERC have approved ReliabilityFirst’s 2018 Business Plan and 
Budget, which has a 7.5% increase from 2017, primarily due to additional personnel.    
 
Mr. Palmieri discussed the progress of the 2017 financial audit, and discussed the 
ReliabilityFirst investment account, which provided an annual gain of approximately 
$75,000.  He noted that a new records retention policy went into effect in 2017, and 
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discussed ReliabilityFirst’s risk management program and the corporation’s work to 
create a new anti-fraud policy.  
 
Comments from Members – Chair Oberski provided an opportunity for Members to 
provide comments.  No Members provided comments.  
 
Future Meeting for 2018 – Chair Oberski stated that the next Annual Meeting of the 
Members will occur on November 29, 2018, in Washington, DC. 
 
Adjourn – Upon a motion duly made and seconded, Chair Oberski adjourned the 
Compliance Committee meeting at 9:55 am (ET). 

 
As approved on this __ day of March 15, 2018 
by the Board of Directors, 

 
 
 
Jason Blake 
General Counsel & Corporate Secretary 
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Attachment A 

 

Steven H. Giles On Behalf of Allegheny Electric Cooperative 

Dan Snider On Behalf of American Electric Power Service Corp 

Paul J. Roehr On Behalf of American Transmission Company LLC 

Craig Grooms On Behalf of Buckeye Power Inc. 

Brett Kruse On Behalf of Calpine Energy Services, LP 

Daniel Dasho On Behalf of Cloverland Electric Cooperative 

Timothy Sparks On Behalf of Consumers Energy 

Sean Bodkin On Behalf of Dominion Energy  

Matthew Paul On Behalf of DTE Electric 

Nelson Peeler On Behalf of Duke Energy 

Jason Harchick On Behalf of Duquesne Light Company 

Dan Roethemeyer On Behalf of Dynegy Inc. 

Sue Ivey On Behalf of Exelon Corporation 

James Haney On Behalf of FirstEnergy Services Company 

David Sandefur On Behalf of Hoosier Energy Rural Electric Cooperative Inc. 

Kevin Gaden On Behalf of Illinois Municipal Electric Agency 

Brian Slocum On Behalf of International Transmission Company 

Robert Lalonde On Behalf of Lansing Board of Water and Light 

Lori Spence On Behalf of Midcontinent Independent System Operator 

Silivia Parada Mitchell On Behalf of NEXTERA Energy Resources 

Scott Cunningham On Behalf of Ohio Valley Electric Corporation 

Mark Ringhausen On Behalf of Old Dominion Electric Cooperative 

Robert Eckenrod On Behalf of PJM Interconnection LLC 

Donald Holdsworth On Behalf of Public Service Enterprise Group, Inc. 

Edward Bedder on Behalf of Rockland Electric Company 

David Viar On Behalf of Southern Maryland Electric Cooperative, Inc. 

Nicholas Poluch On Behalf of Talen Energy Supply, LLC 

Lynnae Wilson On Behalf of Vectren Energy Delivery of Indiana, Inc. 

Susan Sosbe on Behalf of Wabash Valley Power Association, Inc. 

Thomas Breene On Behalf of WEC Energy Group 

Sandra Revnell On Behalf of Wolverine Power Supply Cooperative, Inc. 
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ATTACHMENT B 
 

 

Others Present During the Annual Meeting of Members 
 

Lisa Barton • AEP 
Jason Blake • ReliabilityFirst, Vice President, General Counsel & Corporate Secretary 
Thomas Breene • WEC Energy Group 
Nick Brown • Southwest Power Pool 
Michael Bryson • PJM 
Larry Bugh • ReliabilityFirst 
Ken Capps • Southern Maryland Electric Cooperative 
Pat Cass • Independent  
Sean Cavote • PSEG 
Ron Ciesiel • Southwest Power Pool 
Jeff Craigo • ReliabilityFirst 
Rob Eckenrod • PJM 
Scott Etnoyer • Talen Energy 
Thomas Foster • PJM 
Tim Gallagher • ReliabilityFirst, President & CEO 
Tom Galloway • NATF 
Megan Gambrel • ReliabilityFirst 
Joe Gardner • MISO 
Jeff Gindling • Duke Energy 
Brent Greene • Independent 
Jim Haney • FirstEnergy 
Deborah Hart • Retired 
Don Holdsworth • PSEG 
Mark Holman • PJM 
Larry Irving • Independent 
Jill Lewton • ReliabilityFirst 
Jeff Mitchell • ReliabilityFirst 
Lou Oberski • Dominion Energy 
Ray Palmieri • ReliabilityFirst, Senior Vice President 
Matthew Paul • DTE Energy 
Joe Robinson • DTE Energy 
Paul Roehr • American Transmission Company 
Hertzel Shamash • The Dayton Power and Light Company 
Brian Slocum • ITC Holding 
Susan Sosbe • Wabash Valley Power Association 
Lori Spence • MISO 
Jennifer Sterling • Exelon 
Jody Tortora • ReliabilityFirst 
Jim Uhrin • ReliabilityFirst 
Simon Whitelocke • ITC Holdings Corporation 
Christy Wicke • DTE Energy 
Deandra Williams-Lewis • ReliabilityFirst 
Lynnae Wilson • Vectren Corporation 
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RESOLUTION NO. 2018-1 

 

Resolution for Conducting   

Large LSE Industry Sector Director Election 
 

 
WHEREAS, the Corporation’s Bylaws provide that the Corporation’s Industry Sectors 

may elect Industry Sector directors prior to the Annual Meeting of Members; 

 

WHEREAS, Susan Ivey recently resigned from her position as Large LSE Industry 

Sector director, creating a vacant seat for that position for the remainder of the 2017-2019 term; 

 

NOW, THEREFORE, BE IT RESOLVED, that the election for the Large LSE 

Industry Sector director for the remainder of the 2017-2019 term shall be conducted prior to the 

2018 Annual Meeting of Members during a special telephonic meeting to be held on Friday, 

April 27, 2018, at 10:00 a.m., Eastern Time; 

FURTHER RESOLVED, that the close of business on Friday, April 6, 2018 is 

designated as the record date for the determination of the Regular Members in the Large LSE 

Industry Sector entitled to receive notice of, and to vote in, the election; 

FURTHER RESOLVED, that the nominees submitted by members of the Large LSE 

Industry Sector on or prior to Friday, April 6, 2018, be submitted to the Large LSE Industry 

Sector for election to the Board of Directors for terms expiring as provided in the Bylaws or until 

their respective successors are duly elected and qualify; 

FURTHER RESOLVED, that the authorized officers, each acting alone or together with 

the other, are hereby authorized and directed to solicit and transmit a notice and proxy to each 

Regular Member entitled to receive notice of, and to vote in, the election; 

FURTHER RESOLVED, that Jason Blake and Megan Gambrel are hereby appointed 

and authorized to tabulate proxies on behalf of the Corporation and to act as the inspectors of 

election in connection with the Large LSE Industry Sector Director Election Meeting;  

 

FURTHER RESOLVED, that the President or the Corporate Secretary, or such other 

officer of the Corporation as may be appointed by them, shall preside at the special meeting; 

FURTHER RESOLVED, that all actions heretofore taken by the authorized officers of 

the Corporation in connection with the subject matter of any of the foregoing resolutions be, and 

they hereby are, approved, confirmed and ratified in all respects; and 

FINALLY RESOLVED, that the appropriate officers of the Corporation be and they 

hereby are authorized and directed to take all actions and execute all such documents as they 

deem necessary or appropriate to effectuate the foregoing resolutions. 
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As adopted on this __ day of March, 2018 by 

the Board of Directors, 

 

 

 

Jason Blake 

Vice President, General Counsel & Corporate 

Secretary 
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From Our Chair, 
 

In 2017, ReliabilityFirst continued its critical work to identify, 

communicate, and mitigate risks across the Region. Continuous 

improvement is at the heart of ReliabilityFirst’s mission and is 

achieved by the important day-to-day work that happens within the 

organization and across its footprint.  The attached annual report 

provides an overview of these activities, along with useful trending and 

metrics on risks and compliance challenges facing the industry.   

 

ReliabilityFirst also took the time in 2017 to look ahead, and plan the 

trajectory of our organization for the future.  As a result of this effort, 

ReliabilityFirst approved a new five-year strategic plan.  The plan is 

risk-based and reflects our growth from a start-up organization into our 

current position as a mature, forward-looking organization. 
 

As a Regional Entity, it is critical to ensure that we engage in this 

important task of strategic planning.  It is also critical to focus on 

continuous improvement – both internally within the Region, and 

externally with our entities.  It is important that we expect the same 

level of continuous improvement out of ourselves that we expect of our 

entities.  

 

On behalf of the entire organization, I would like to thank Lou Oberski, 

whose term as Board Chair ended at the end of 2017, for his 

commitment to the organization and for his leadership. ReliabilityFirst 

has benefited from his leadership, and we are all pleased that he is 

remaining on the Board and continuing his service to the organization.   

 

Lastly, I would like to thank everyone who worked with 

ReliabilityFirst and the ERO Enterprise for your efforts to advance 

reliability in 2017.  I look forward to our continued work together.   

 

 Forward Together, 

 Lisa 

 

 

 

 

Lisa Barton 

Chair of the Board of Directors 
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From Our President & CEO, 
 

2017 was another eventful and successful year for ReliabilityFirst.  

Cyber security remained a key risk facing the industry, and a key area 

of focus for our activities and outreach.  Other areas of focus included 

the changing resource mix, winter preparedness, and supply chain 

management.  We also added an increased focus on event analysis and 

situational awareness during the year, clearing our backlog of events 

and reviewing and coding 73 new events.  In addition, 2017 marked 

the second year in a row during which the footprint did not experience 

any system events of Category 2 or higher. 

 

I’m proud that ReliabilityFirst was honored in the Cleveland Plain 

Dealer as a top Ohio workplace in 2017, and this honor was based upon 

our employees’ independent feedback to a third party.  Our employees 

work hard every day, and they are truly our most valuable resource. 

 

Hertzel Shamash and Deborah Hart retired from the Board of Directors 

at the end of 2017, and Sue Ivey just recently resigned from the Board.  

They will be missed, and I would like to thank all three of them for 

their executive presence, technical expertise, and wise counsel to the 

organization over the years.   

 

I’m pleased to welcome Scott Etnoyer, Lynnae Wilson, and Susan 

Sosbe to the Board.  Scott Etnoyer was recently elected as an at-large 

director, and Lynnae Wilson and Susan Sosbe were elected earlier in 

2017 as industry sector directors.  I am also pleased to report that Lisa 

Barton was reelected to the Board as an industry sector director (and is 

now our Board Chair), and Patrick Cass was reelected as an 

independent director.  

 

On behalf of everyone at ReliabilityFirst, thank you for your 

commitment to the reliability and resiliency of the bulk electric system, 

and we look forward to working with you in 2018. 

 

Forward Together, 

Tim

 

Timothy Gallagher 

President & CEO 
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ReliabilityFirst’s Risk-Based 2018-2022 Strategic Plan  
A major effort for ReliabilityFirst in 2017 was the creation of the 2018-2022 Strategic Plan 

(Strategic Plan).  During this collaborative process, ReliabilityFirst sought input from a range of industry 

participants, including NERC senior management and trustees. The Strategic Plan focuses on 

ReliabilityFirst’s mission of preserving and enhancing the reliability and security of the bulk-power system 

in our footprint, and aligns with the shared ERO Enterprise mission to ensure reliability and security across 

North America.   

 

The intent of the Strategic Plan is to provide a common-sense approach that carries forward the vision 

of the ERO Enterprise’s Risk-Based Compliance Monitoring and Enforcement Program.  It focuses on four 

key strategic objectives to guide how we perform our statutory activities in support of this mission over the 

next five years:

(1) Being a credible and informed regulator 

 Have a deep understanding of our footprint and the risks we face 

 Gather and assess data and information efficiently and effectively 

 Continue to mature the ReliabilityFirst Regional Risk Assessment process, which focuses 

on the specific existing or emerging risks facing our footprint 

(2) Making sound, risk-based decisions 

 Understand and prioritize the risks we face 

 Continually evaluate the effectiveness of our risk-based decision making  

(3) Deploying our resources effectively and cost-efficiently 

 Focus our activities in a manner that is commensurate with the significance of the risk 

posed to the bulk power system  

 Share our expertise, and leverage the expertise of our entities, to advance industry practices 

surrounding risk identification, mitigation and prevention. 

(4) Serving as a transparent and collaborative and transparent leader 

 Act as a transparent and collaborative leader that values ideas and input from across the 

ERO Enterprise and our stakeholders 

 Work with NERC and the other Regions to continuously improve our understanding of the 

bulk power system, our cost efficiencies, and the effectiveness of our activities

 

In the spirit of our risk-based Strategic Plan, this Annual Report is focused 

around our three risk-based functions:  

(1)  Risk Identification (identifying and prioritizing risks in our 

footprint);  

(2)  Risk Mitigation (working with entities to ensure the 

mitigation of risks); and  

(3)  Risk Communication, (communicating risks and 

mitigation strategies to the ERO Enterprise, across our 

footprint, and/or to targeted entities, as appropriate).   

 

 

Risk 
Communication 

Risk 
Mitigation 

Risk 
Identification
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Risk Identification  
 

The first step to ensuring reliability is to identify and understand the continually evolving risks 

facing our bulk-power system.  ReliabilityFirst’s risk identification activities, which cross numerous 

departments and inform our work as a Region, are described below. 

 

2017 Regional Risk Assessment and Risk Elements 

ReliabilityFirst’s Regional Risk Assessment is an annual effort where ReliabilityFirst identifies 

high-priority risks within the Region (Risk Elements), and associated Reliability Standards and 

Requirements to help mitigate the risks.  The Risk Elements serve as inputs to the Inherent Risk Assessment 

conducted for each entity, which results in a compliance oversight plan customized for each entity.  The 

process starts when NERC identifies continent or ERO-wide Risk Elements.  NERC’s ERO-wide Risk 

Elements are mapped in the chart below by impact and likelihood of occurrence: 

 
 

 

 

 

 

 

 

Figure 1: ERO-wide Risk Elements 

Cybersecurity vulnerabilities, the changing resource mix, and resource adequacy have a higher 

likelihood of occurrence, pose a higher impact to reliability, and have an increasing risk trend. 

Cybersecurity vulnerabilities and the changing resource mix have increased in likelihood since 

NERC’s assessment in 2016. 
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ReliabilityFirst analyzes NERC’s ERO-wide Risk Elements, along with Region-specific 

information and data, to identify and ReliabilityFirst’s Risk Elements.  In 2017, ReliabilityFirst identified 

the following Risk Elements:  

ReliabilityFirst matured the Regional Risk Assessment program in 2017 by refining its risk analysis 

techniques, and conducting targeted outreach activities on the Risk Elements.  The goal of these outreach 

activities is to facilitate risk awareness and a productive stakeholder dialogue to further improve grid 

reliability and the Regional Risk Assessment.   

 

1.  Critical Infrastructure Protection 

The protection of critical infrastructure remains an area of 

significant importance.  The Critical Infrastructure 

Protection Risk Element includes threats and vulnerabilities 

that result from: (1) system downtime, (2) unauthorized 

access, and (3) corruption of operational data. 

2.  Extreme Physical Events 

Extreme physical events include natural events and physical 

security vulnerabilities that cause extensive damage to 

equipment and facilities. Widespread damage to certain 

types of Bulk-Power System (BPS) infrastructure can 

extend outages due to unavailability of nearby replacement 

equipment. The potential consequences of such events are 

high enough to warrant increased focus to properly address 

the risk to reliability. 

3.  Maintenance and Management of BPS Assets 

As the BPS ages, infrastructure maintenance takes on even 

more importance. The risk associated with a failure to 

maintain equipment is exacerbated when replacement 

components are not available or cannot be procured in a 

timely fashion. Another risk, highlighted by NERC’s 2010 

Facility Ratings Alert to industry, involved the 

misalignment between the design and actual construction of 

BPS facilities.  

4.  Monitoring and Situational Awareness 

Without the right tools and data, operators may not make 

decisions that are appropriate to ensure reliability for the 

state of the system. NERC’s ERO Top Priority Reliability 

Risks 2014-2017 notes that “stale” data and lack of analysis 

capabilities contributed to the blackout events in 2003 and 

2011.   

 

5. Supply Chain  
Supply chain management poses a unique set of risks 

pertaining to cybersecurity and cyber asset integrity. The 

globalization of the supply chain provides opportunities for 

those wishing to do harm to directly or indirectly affect the 

management or operations of companies. Supply chain risks 

include the insertion of counterfeits, unauthorized 

production, tampering, theft, or insertion of malicious 

software. Additionally, differences in international 

manufacturing regulations and oversight can lead to poor 

manufacturing and development practices. 

 

 

 

6.  Protection System Failures 

Protection systems are designed to remove equipment from 

service so the equipment will not be damaged when a fault 

occurs, and to limit the extent of outages by taking only the 

facilities out of service needed to isolate the faulted 

equipment.  Protection systems that trip unnecessarily or do 

not operate when needed can contribute significantly to the 

extent of an event. When protection systems are not 

coordinated properly, the order of execution can result in 

incorrect elements being removed from service or more 

elements being removed than necessary.  

7.  Event Response/Recovery 

When events occur, the safe and efficient restoration of 

transmission service to critical load in a timely manner is of 

utmost importance. Poor event response and recovery causes 

safety, operational, or equipment related risks during 

restoration activities, and contributes to prolonged 

transmission outage durations. An additional risk to event 

response and recovery is the unavailability of generators. 

Extreme weather conditions create stress on the system and 

present unique challenges for planners and operators. These 

conditions can increase residential and commercial electricity 

demand and consumption while at the same time curtailing 

power generation capability and fuel availability.  

8.  Planning and System Analysis 

Planning and system analyses are performed for the integration 

and management of system assets. This includes the analyses 

of emerging system issues and trends (e.g., significant changes 

to the use of demand-side management programs, the 

integration of variable energy resources, changes in load 

characteristics, increasing dependence on natural gas-fired 

generation, and increasing uncertainty in nuclear generation 

retirements).  Uncoordinated planning can lead to instances 

where generation or transmission resources, or information 

concerning those resources, may be inadequate to ensure that 

firm demand is served. 

9.  Human Performance 

The Human Performance Risk Element concerns the risk 

posed by the wide variety of situations in which a human being 

makes a decision that contributes to operational and 

communication errors.  The creation and strengthening of 

internal controls can markedly reduce the occurrence of 

operational errors caused by human performance issues. 
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Inherent Risk Assessments 
 

The Inherent Risk Assessment (IRA) is a process where ReliabilityFirst assesses the inherent risk 

of an entity to the reliability of the BPS, to help determine the areas of focus and level of compliance 

oversight for that entity.  ReliabilityFirst performed 73 IRAs in 2017 and has completed IRAs for 

approximately 60% of the entities in its footprint.  The ERO Enterprise continues to work together to 

enhance the IRA process and the entity-facing IRA summary reports. 

 

Risk-Harm Assessments 
 
The Risk-Harm Assessment is a uniform, repeatable process where ReliabilityFirst quantifies the 

risk and potential harm posed by a violation through a series of questions answered by ReliabilityFirst 

subject matter experts.1  Similar to years past, the large majority of violations were minimal risk in nature. 

CIP-004 (Cyber Security – Personnel & Training) and CIP-007 (Cyber Security – Systems Security 

Management) have historically been the most frequently violated Standards, and in 2017, most of the CIP-

004 and CIP-007 violations posed minimal risk.  This is generally expected, as these Standards govern high-

frequency conduct and entities have shown an ability to quickly detect and correct these violations.  Almost 

half of the moderate and serious risk violations processed in 2017 were PRC-005 (Protection System 

Maintenance) violations, and additional information on PRC-005 trends is provided below.   

  

 
 
 
 
 

 
 

                                                                    
1 ReliabilityFirst’s Risk-Harm Assessment Methodology and Process is available at 

https://rfirst.org/enforcement/Pages/default.aspx.  ReliabilityFirst also conducts training on its risk-harm assessment process to 

entities upon request.  ReliabilityFirst trained three entities on the Risk Harm Process in 2017.  
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Figure 2: 2017 Risk Allocation of Violations 

The majority of violations identified in 2017 were minimal risk.  Almost half the moderate and serious risk 

violations processed in 2017 were PRC-005 (the other half spread across various Standards).  The PRC-005 

violations had a variety of root causes, including poor asset and configuration management controls and a lack of 

understanding of PRC-005-6 requirements relating to specific types of equipment.  While the majority of these 

violations where resolved through the compliance exception process, the industry should remain vigilant in this area. 
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Event Analysis and Situational Awareness 
 

ReliabilityFirst works with our entities to identify and analyze system events, and communicate 

information and lessons learned from these events to the industry.  In 2017, ReliabilityFirst completed its 

analysis of 62 open events that occurred in 2014-2016, and completed its analysis of 73 new events that 

occurred in 2017.  The total number of events that occurred in the footprint decreased from 96 events in 

2016 to 79 events in 2017.  For the second consecutive year, ReliabilityFirst experienced no Category 2 or 

higher events in its footprint.  

 

 

 

 

The chart below shows the 2017 events in the ReliabilityFirst footprint by type:  

 

 

 

 

Figure 3: 2017 Events by Category 

ReliabilityFirst experienced a decrease in all event types other than Category 1h.v.  This may be due to new 

requirements requiring entities to perform Real-Time Assessments; expansion of EMS models to include external 

data; and EMS tuning issues due to changing dispatches due to retirements of generation.  The total number of 

Category 0 and Category 1a events decreased from 2016 to 2017.    

 

Figure 4: 2017 Events by Type 

The highest percentage of events in the Region in 2017 were EMS related.  Additional detail on the causes of these 

events is provided in Figure 5 below.  The second highest event type was physical threats, which includes suspicious 

activity (including drone activity), facility threats, or vandalism.  Other event categories include weather-related 

(distribution outages due to lightning, storms, or high winds); control center evacuations; and transmission events 

(transmission misoperations and breaker-failure operations). 
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The highest percentage of events in 2017 were Energy Management System (EMS) related.  The 

chart below provides the themes of EMS events occurring in ReliabilityFirst’s footprint from 2014-2017.     

 

 

 

 

 

 

 

 

 

 

 

 

ReliabilityFirst presented on EMS-related events at NERC’s 2017 Monitoring and Situational 

Awareness Conference, and helped create the NERC Operating Committee’s reference document Risks and 

Mitigations of Losing EMS Functions.  ReliabilityFirst worked with NERC to publish a Lessons Learned 

document on an EMS outage involving loss of power to the control center due to vendor maintenance on 

an elevator located at the same facility.  ReliabilityFirst is currently working with NERC on three additional 

EMS Lessons Learned documents.   

 

ReliabilityFirst continued to focus on Situational Awareness in 2017, using a variety of system tools 

to monitor the system for threats to the BES, including power outages and any other non-qualified system 

events negatively affecting reliability.   Using data feeds such as RCIS, SAFNR, social media, E-ISAC, and 

others, ReliabilityFirst analyzed potential risks to the BES including distribution outages due to fires, EMS 

outages lasting less than 30 minutes, non-reportable physical and cyber threats, and events outside of the 

Region where there are applicable Lessons Learned to share. 

 

ReliabilityFirst Participation in GridEx IV 
 
Since 2011, NERC has hosted a biennial Grid Exercise (referred to as GridEx) for industry and 

government organizations throughout North America.  Set up as a tabletop simulation, organizations have 

the opportunity to test how they would respond to severe cyber and physical security threats.  Participants 

include utilities, Regional Transmission Organizations, the Regions, the Department of Energy, Department 

of Homeland Security, FBI, and Department of Defense.  

ReliabilityFirst has participated in the GridEx events since their onset, and enjoyed the unique 

challenges of GridEx IV.  ReliabilityFirst participated on the GridEx Working Group to develop the 

scenario for GridEx IV, and developed injects (simulated events) specific to ReliabilityFirst resources, 

including our IT Infrastructure and corporate communications capabilities.  Throughout the two-day 

Figure 5: Themes of EMS Outages (2014-2017) 

Software: Outages due to a software bug or database issue 

with the EMS.  Sometimes software crashes or fails, and the 

entity works with the vendor to repair, patch, or fix the 

software related concern.    

Bad Data: Primarily State Estimator outages due to external 

data that results in the State Estimator not converging. These 

issues are resolved by communicating with neighboring 

entities to enhance and upgrade the external model.    

Loss of Power: Power outages to a control center or data 

center that result in some loss of EMS functionality.  

Mitigating actions include evaluating the design and 

redundancy of power supplies to ensure there is not a single 

point of failure.   While these constitute 10% of EMS-related 

issues, there was a sharp decline in these issues in 2017.    

Maintenance: Any type of change to the EMS system that 

results in a SCADA, ICCP, or State Estimator outage. These 

outages are often due to change-management issues.  2017 

saw a sharp decline in this type of EMS-related issues.    

Setting Issues: Any type of EMS outage due to modifying 

EMS system settings.  Oftentimes settings are adequate upon 

installation, but due to topology changes or dispatch 

changes, must be adjusted to help the State Estimator to 

converge while maintaining a quality solution.    
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exercise, ReliabilityFirst staff collaborated with staff from NERC, our RTOs, and entities to understand 

how the scenario was unfolding and what our entities were experiencing during the exercise.  We also 

identified how ReliabilityFirst could analyze and communicate the evolving simulated threats and assist 

our entities’ responses to the scenario. 

Going forward, ReliabilityFirst will participate in NERC-led discussions to capture and 

implement lessons learned from GridEx IV across the ERO.   

Voluntary Maturity Model Engagements 
 
ReliabilityFirst works collaboratively with our entities to conduct voluntary maturity model 

engagements.  During an engagement, ReliabilityFirst identifies and evaluates high-level risks faced by the 

entity, and the entity’s performance and capability to manage those risks.  Maturity model engagements 

focus on continuous improvement, and can be customized in scope and focus.  In 2017, ReliabilityFirst 

invited NERC, select Registered Entities, and other Regions to participate in mapping the Reliability 

Standards to the ReliabilityFirst Management Practices.  This event provided a unique opportunity to learn 

about and further ReliabilityFirst’s approach to maturity model engagements using the Management 

Practices.  ReliabilityFirst also piloted a new tool (the “IMPACT” tool) that allows entities to perform a 

self-assessment of their management practices, and the tool has received positive feedback from entities. 

 

Management Practices for Maturity Model Engagements 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 6: Management Practices  
ReliabilityFirst has grouped internal controls into common functional activities called management practices.  Management 

Practices make it possible to identify, assess, and improve the capability to effectively address reliability risks above-and-

beyond the minimum levels established by the Reliability Standards.  For additional information, contact ReliabilityFirst. 
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Reliability Assessment and Performance Analysis Activities 
 

ReliabilityFirst’s reliability assessment and performance analysis activities help identify and assess 

key risks facing the Region.  ReliabilityFirst performs a number of assessments (described below); 

participates in PJM Interconnection, LLC (PJM) and Midcontinent Independent System Operator (MISO) 

stakeholder groups; and also has its own technical stakeholder groups (the Reliability Committee, Generator 

Subcommittee, Protection Subcommittee, and Transmission Performance Subcommittee).  

 

Seasonal Reliability Assessments 
 

For each upcoming summer and winter season, ReliabilityFirst reviews the projected resource 

adequacy for PJM and MISO, the two Regional Transmission Organizations that operate in the Region.  For 

the 2017 summer season and the 2017/2018 winter season, ReliabilityFirst concluded that the Region was 

projected to have sufficient resources.  These analyses were published in the ReliabilityFirst newsletters 

preceding the summer and winter seasons.  Additionally, ReliabilityFirst conducted confidential summer 

and winter transmission assessments on: (1) the actual operating performance for the 2016 seasons, and (2) 

the projected operating performance for the 2018 seasons.  This included a verification of the power flow 

models used to perform the transmission assessment studies.   

 

Transmission Reliability Assessments 
 

In 2017, ReliabilityFirst conducted five additional transmission assessments, which it shared with 

the Transmission Performance Subcommittee:  
 

(1) 2017 Bus Outage Assessment of Transmission System Performance: analysed the outage of every 

bus at 100 kV and above within the ReliabilityFirst footprint under various loading conditions for the 

year 2017.2   

(2) Study of Relay Misoperation Risk Analysis: expanded on the August 2015 Assessment of 

Protection System Misoperations on Transmission System Performance (established and documented 

a procedure for estimating the rate of harm to the Bulk Power System for misoperations at any 

voltage).  

(3) 2017 Spring Light Load Operational Review of Transmission System Performance: compared 

three different transmission facility ranking procedures.3   

(4) Operational review of a 2017 Spring Light Load Period: reviewed 2017 spring light load 

operations within the Region, which provides knowledge to apply in future spring light load seasons.  

(5) 2021 Transmission Assessment of Selected N-3 Contingencies: focused on the risks associated with 

unmitigated third (N-3) contingency events.4   
 

  

                                                                    
2 These loading conditions, along with the transmission system topology, were simulated using power flow models created by the 

Eastern Interconnection Reliability Assessment Group’s Multi-Regional Modelling Working Group (MMWG).   
3 These three procedures are Topological and Impedance Element Ranking (TIER); thermal ranking using PSSE software 

Activity RANK; and voltage ranking using PSSE software Activity RANK. These procedures rank transmission elements (such 

as lines and transformers) in terms of importance and criticality to overall transmission network. 
4 The study focused on three distinct portions of the ReliabilityFirst footprint: eastern PJM including New Jersey and 

Washington, DC; Cleveland, Ohio; and Chicago, Illinois.  The study included cascading analysis of contingencies resulting in 

higher loadings, and power versus voltage (P-V) analysis of contingencies resulting in lower voltages.  
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Long-Term Resource Assessment 
 

In the annual long-term resource assessment, ReliabilityFirst reviews the future demand and 

capacity resource balance for the Region, and analyzes the amount of capacity resource reserves compared 

to the target reserves to determine excess or shortage in expected planning reserves for the future summer 

peak demands.  Based on the data for the next 10-year period, PJM meets its reserve margin target through 

2027, and MISO meets its reserve margin target through 2022.  However, MISO’s reserve margin is 279 

MW below target for 2023; is 1,082 MW below target for 2024; is 1,922 MW below target for 2025; and 

rebounds slightly to 1,524 MW below target in 2027.  While six years lead-time should be sufficient to 

manage these projected issues, ReliabilityFirst will continue to monitor this area. 

 

Risk Mitigation 
 

ReliabilityFirst uses various methods to work with our entities to mitigate the constantly evolving 

risks facing the bulk-power system, including compliance monitoring and enforcement, Reliability 

Standard commenting and development, and registration and certification activities.   

 

Compliance Monitoring and Enforcement Activities 
 

ReliabilityFirst’s compliance monitoring activities are key to reliability, as they ensure entities are 

following the requirements of the Reliability Standards and mitigating risks to their systems.  

ReliabilityFirst develops a Compliance Oversight Plan for each entity, based on the Risk Elements and the 

unique risks posed by the entity.  It then tailors compliance monitoring activities around these Compliance 

Oversight Plans, to provide a customized, risk-based approach.   

 

In 2017, ReliabilityFirst worked on an ERO Enterprise-wide effort to develop an internal controls 

review process.  ReliabilityFirst also began tracking and trending the Areas of Concern it identifies and 

shares with entities during audits. This will allow ReliabilityFirst to identify the most relevant outreach 

topics to assist our entities going forward.   

 

ReliabilityFirst performed 45 Operations & Planning Audits and ten CIP audits in 2017.  

ReliabilityFirst also investigated and resolved one complaint, conducted seven Operations & Planning 

Guided Self-Certifications, and performed 80 compliance assessment reviews of system events.  The chart 

below shows the most frequently identified possible violations during compliance audits in 2017.   

 

 

 

 

Figure 7: Most Violated Reliability Standards at 2017 Compliance Audits  
PRC-005 (Protection System Maintenance) was the most violated Reliability Standard, followed by PRC-019 

(Coordination of Generating Unit or Plant Capabilities, Voltage Regulating Controls, and Protection).   
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ReliabilityFirst is responsible for the appropriate, risk-based resolution of the noncompliances in 

our Region. Commonly known as “enforcement,” this effort focuses on (1) understanding the 

noncompliance and its root cause, and (2) working with the entity to ensure mitigation of the risk and 

prevention of recurrence.5  Throughout 2017, the Enforcement group continuously improved its processes 

to increase efficiency, which has resulted in quicker processing times for noncompliances.  The 

Enforcement group also began creating dashboards for entities, which track trends on the duration, risk, 

and identification method for entity noncompliances.  ReliabilityFirst uses these entity dashboards to inform 

its interactions with entities and to provide data-driven feedback.    

  

In 2017, ReliabilityFirst processed 369 noncompliances, the majority of which were CIP-related 

and 282 of which were compliance exceptions.  As shown below, entities self-reported 96% of 

noncompliances, and the average days from violation start date to report date remains significantly lower 

than it was from 2012-2015. 

 

 

 
  

    

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

                                                                    
5 ReliabilityFirst uses its discretion to send appropriate messages to deter undesired behavior and incent desired behavior.  

Noncompliance resolutions can range from compliance exceptions for low risk matters to settlement agreements that may include 

significant monetary penalties and sanctions, but also address more serious risk challenges through the implementation of 

valuable reliability enhancements and sustainable programmatic approaches.  
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2017 Self-Reported/Audit 
Findings

Self-Reports/Self-Logging

Figure 8: 2017 Self-Report/Audit 

Findings 

96% of violations in 2017 were self-

reported, an increase from 94% in 

2017.  ReliabilityFirst applauds this 

proactive behavior.   

Figure 10: CIP vs. Operations & 

Planning (O&P) 

75% of violations concerned the CIP 

Standards, and 25% concerned the 

O&P Standards.  This is a slight shift 

from 65% CIP vs. 35% O&P in 2016. 

75%

25%

2017 CIP/Operations & 
Planning 

CIP Operations & Planning

Figure 9: Duration of Violations 

The overall duration of violations (from start date 

to report date) has increased slightly from 2016, 

but overall is much lower than violation 

durations observed from 2012-2015.  
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Trending of the CIP violations in the Region shows a year-over-year decrease in violation severity 

(see Figure 11), and a decrease in the time from the commencement of a violation to the date it is reported 

(see Figure 12).   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 11: Volume and Severity of CIP Violations over Time  

The severity of violations has gone down over time. *2017 data is not 

included, as risk determination for violations that started in 2017 generally 

takes place in 2018.                           

 Figure 12: Violation Start Date-Report Date 

The average duration of CIP violations is decreasing 

over time, with entities identifying and self-reporting 

violations more quickly. 

2008 2009 2010 2011 2012 2013 2014 2015 2016

Minimal 8 28 145 84 101 60 88 69 128

Moderate 0 27 75 44 28 13 9 8 7

Serious 0 15 14 16 19 9 1 3 0
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 Figure 13: Most Reported CIP Standards 

A small number of Standards that govern high frequency 

conduct (CIP-004, CIP-006, CIP-007) have a greater 

percentage of violations than the other CIP Standards, and 

entities should keep a close eye on these areas.   

There was an uptick of CIP violations from 2015-2016 

(due to the implementation of the CIP Version 5 

Standards), which is now back on a downward trajectory. 
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Cyber technology and threat vectors are constantly changing, and 

continuous vigilance and outreach in the CIP area is critically important.  

Throughout 2017, ReliabilityFirst worked with SERC and WECC to create a new 

version of its CIP Themes Report.  The CIP Themes initiative began in 2014, when 

ReliabilityFirst noticed that despite efforts to stay ahead of security threats, entities 

can be held back by deficiencies in corporate structure, culture, or resources.6   

ReliabilityFirst, in coordination with NERC and several stakeholders, identified 

potential themes in these deficiencies and released the first version of the CIP 

Themes Report in 2015.   

 

In 2017, ReliabilityFirst, SERC, and WECC worked together to analyze the 

data in the three Regions around potential CIP themes. The three Regions handle 

large volumes of noncompliance, and their territories cover a large part of the United States and parts of 

Canada and Mexico.  This collaboration has helped identify new areas for improvement and potential 

resolutions to CIP deficiencies, and allowed for validation of the data in each Region.  The three Regions, 

in coordination with NERC and a number of stakeholders, will issue a joint, updated CIP Themes Report 

in 2018 to help entities continue to assess and strengthen their CIP programs and mitigate security risks. 

 

Standards, Registration, and Certification Activities 

ReliabilityFirst provides input during the NERC Reliability Standards development process and 

maintains regional Reliability Standards as needed, to ensure that Reliability Standards effectively mitigate 

the risks facing our footprint.  In 2017, ReliabilityFirst analyzed, voted on, and provided feedback on 28 

NERC Reliability Standards.  ReliabilityFirst also revised the ReliabilityFirst Regional Standard BAL-502-

RF-03 (Planning Resource Adequacy Analysis, Assessment and Documentation) to address two FERC 

directives. FERC approved this Regional Standard on October 16, 2017.   
 

ReliabilityFirst facilitated the registration of 25 new entities on the NERC Compliance Registry 

and deregistration of 16 entities in 2017.7  The majority of registration changes involved Generator Owners 

and Operators, largely due to the addition of wind, solar, and natural gas combined-cycle generation, or the 

transfer of generator assets due to mergers or sales.  ReliabilityFirst completed the processing of one 

Exception Request,8 which included a detailed review period and the issuance of a recommendation to 

NERC on its disposition.  ReliabilityFirst participated on NERC-Led Review Panels that rendered decisions 

in six registration cases, and worked on an ERO Enterprise-wide effort to plan, design and implement a 

Coordinated Functional Registration tool (released in December 2017). 

 

ReliabilityFirst also performs certification reviews, to ensure that entities applying to perform the 

critical Balancing Authority, Transmission Operator and/or Reliability Coordinator reliability functions are 

capable of performing those functions.  In 2017, ReliabilityFirst performed a certification review for three 

Balancing Authorities that were consolidating their operations due to a recent corporate acquisition. 

                                                                    
6 A lack of self-assessments and self-reported violations can be an indicator of a deficient security posture. ReliabilityFirst has 

also observed that the high frequency conduct associated with CIP activities can easily lead to violations - it is important that 

deficiencies associated with these violations are quickly detected and remediated before they become larger issues.   
7 ReliabilityFirst also reviewed and updated 11 Coordinated Function Registration (CFR) agreements, and reviewed and updated 

two Joint Registration Organizations (JRO). This responsibility includes working with the lead entity, applicable Regions, and 

NERC to verify that the agreement provides for an allocation or assignment of responsibilities consistent with the JRO or CFR.   
8 On March 20, 2014, FERC approved the revised BES definition, which includes bright-line core criteria with various 

enumerated inclusions and exclusions.  At the same time, FERC approved a process for entities to request proposed exceptions 

from the revised BES definition on a case-by-case and element by element basis (referred to as Exception Requests), and a 

process for entities to notify Regions when they determine specific elements no longer fall within the revised BES definition 

(referred to as Self-Determined Notifications).   
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Risk Communication  

As a regulator tasked with preserving and enhancing reliability, ReliabilityFirst strives not only to 

understand and mitigate risks, but also to effectively communicate risks and mitigation strategies across the 

industry.  To do so, we utilize the Assist Visit Program, bimonthly newsletters, our website, and various 

training events and workshops throughout the year. 

 

Assist Visit Program 
During an Assist Visit (available upon request), ReliabilityFirst provides tailored training based on 

the needs of the entity.  Assist Visits can focus on specific Reliability Standard Requirements, or can be 

more general, focusing on internal controls or overall compliance programs.  The Assist Visit program 

consistently receives positive feedback from our entities,9 including the following from 2017: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                    
9 Recognizing the success of the program, NERC asked ReliabilityFirst to conduct an Assist Visit to help an entity outside of our 

footprint.  

“The Assist Visit program was a positive experience for our Company.  It provided us a 
valuable opportunity to review our CIP Low Impact program with ReliabilityFirst, well 
ahead of the relevant standards’ effective compliance dates.  It afforded us the 
opportunity to have candid and constructive conversations with ReliabilityFirst in a 
non-audit environment.  The assist visit scope included both document review and on-
site visits.   ReliabilityFirst’s resulting comments and observations were pertinent and 
valuable to us towards timely and compliant completion of our CIP Low Impact 
implementation program.” 

 

“With ReliabilityFirst’s Assist Visit program, Vectren has conferred directly with 
ReliabilityFirst’s subject matter experts to understand better ReliabilityFirst’s 
approach to specific compliance-related issues.  The open environment and the 
insights shared by ReliabilityFirst provide Vectren with focused and specific guidance 
related to Vectren’s NERC compliance.  Vectren considers ReliabilityFirst Assist Visits 
timely, effective, and efficient.” 
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In 2017, ReliabilityFirst performed 35 Assist Visits.  There was a more even split between CIP-

related and Operations & Planning-related Assist Visits in 2017, most likely due to a number of new 

Operations & Planning Standards that became effective during the year.  

Risk-Based Outreach and Training 
 
ReliabilityFirst performs targeted, risk-based outreach and training activities to help mitigate key 

risks facing our footprint, and the Assist Visit program described above is just one of these activities.  In 

2017, RF prioritized the communication of the following risks:  

(1) Critical Infrastructure Protection (CIP), 

(2) Protection System Failures 

(Misoperations),  

(3) Situational Awareness and Monitoring,  

(4) Supply Chain Management, 

(5) Human Performance, and 

(6) Cold Weather Preparedness. 

 

 

 

 

 

 

Figure 14: Breakdown of Assist Visits Conducted in 2017 

In 2017 there was nearly a 50/50 split between CIP and Operations/Planning assist visits, with less focus on CIP 

Standards than the previous year, and more focus on newly implemented Operations & Planning Standards. 
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Assist Visits Breakdown 2017
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Critical Infrastructure Protection (CIP) 
 

The cyber security landscape is inherently complex, and new threats and technologies are 

constantly evolving. Accordingly, ReliabilityFirst directs much of its communication to helping entities 

understand and mitigate these risks and ensure their compliance with the evolving suite of CIP Standards. 

In 2017, ReliabilityFirst addressed CIP topics in each of our bimonthly newsletters and hosted a full day 

dedicated to CIP topics at our both our fall and spring workshops.   

 

ReliabilityFirst performed Assist Visits on various CIP topics.  ReliabilityFirst also communicated 

themes in CIP compliance program deficiencies to entities at our workshops and individually during 

enforcement engagements. Throughout our CIP communications this year, ReliabilityFirst emphasized the 

topics of physical security and entities with low impact assets.  ReliabilityFirst also added a new focus 

group for entities with low impact assets, and kept our Critical Infrastructure Protection Committee (CIPC) 

and Board informed on relevant CIP topics throughout the year.  

 

Protection System Failures (Misoperations) 
 

ReliabilityFirst escalated  communications on Protection System Failures (Misoperations) in 2017, 

based on NERC’s emphasis on lowering Misoperations rates across the ERO, and based on our diverse 

Region’s performance in this area. ReliabilityFirst hosted a Substation Protection Workshop for Field 

Personnel, and dedicated a full day of our Spring Workshop to understanding and mitigating this risk. We 

continued to communicate this content across our Region through other vehicles as well (e.g., newsletter, 

monthly reliability calls, Reliability Committee and Subcommittee meetings).  ReliabilityFirst also 

undertook a targeted approach to mitigate this risk “entity by entity,” by facilitating specific assist visits to 

help individual entities improve their performance in this area. We were confident we could have a 

measurable impact on this risk area, and the improved performance trend in our footprint confirmed this.   

 

Situational Awareness and Monitoring 
 

Given the dynamic nature of the BPS, operators need to have certain essential capabilities and up-

to-date information that allow for informed decision-making to ensure reliability.  ReliabilityFirst has 

observed an increase in EMS-related events, and in addition to monitoring and analyzing these events, 

escalated communications on this topic.  Due to NERC’s existing EMS related resources and expertise, 

ReliabilityFirst strategically paired with NERC on several efforts, including actively participating in the 

NERC EMS Working Group, presenting at the NERC Monitoring and Situational Awareness Conference, 

and taking a substantial role in the publication of the Risks and Mitigations for Losing EMS Functions 

Operating Committee Reference Document. 

 

Supply Chain Management 
 

ReliabilityFirst has closely followed the unique risks posed by Supply Chain Management, and 

increased its efforts in this area, including serving on a panel at the Supply Chain Management Standard 

Technical Conference.  ReliabilityFirst continues to communicate with our entities on these issues, and is 

working to ensure entities are prepared for the new Supply Chain Management Standard as it approaches 

implementation.   

Human Performance 
 

Human Performance is an area that can have a widespread impact on reliability. Accordingly, 

ReliabilityFirst increased our communications on this topic. ReliabilityFirst’s Enforcement and Risk 
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Analysis and Mitigation groups work closely with our entities to ensure that they identify and 

address the root cause or causes of each violation (which often involve human performance issues).  In 

addition to working with entities during individual enforcement engagements, these groups have provided 

targeted training to some of our larger entities to discuss best practices for developing mitigation strategies 

to prevent recurrence of violations.  

 

Cold Weather Preparedness 
 

There have been improvements in cold weather performance each 

year in the ReliabilityFirst footprint since the polar vortex (such as 

reduced outages and increased reserves), and we remain committed to 

working with our Regional Transmission Operators and entities to 

enhance reliability in this area.  To assist entities in preparing for winter 

2017-2018, ReliabilityFirst conducted several generating facility visits.  

During these visits, our winter preparedness teams discuss winter 

preparedness challenges with the entity; identify and share best practices; 

review the entity’s winterization plan implementation records; and 

conduct walk-throughs of areas of the facilities susceptible to extreme 

weather challenges. Our teams collect lessons learned, best practices, and 

positive observations during these visits, which can be found here.   

 

ReliabilityFirst has conducted numerous other outreach activities 

in this area, including educational meetings and conference calls with 

entities, presentations at our workshops and technical committees, issuing a public report setting forth 

positive observations, best practices, areas for improvement, and themes from the polar vortex, and 

coordination and information sharing with NERC, PJM, and MISO. 

 



 

 

 

    

    

    

    

    

    

    

    

    

    

    

    

    

    

 

ReliabilityFirst Member Companies 

Linden VFT, LLC 

Pennsylvania Office of 

Consumer Advocate 

Hazelton Generation 

LLC 

Darby Energy, LLLP 
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2017 Year End Financials

 Year-end Projection at December 2017 meeting

• (.58%) under, $115K

 Actual 2017 Year-end Operating Budget

• .55% over, $109K

 Major Contributors to operating budget

• Personnel Expenses:   $324K over

• Travel:  $210K under

• Contractors and Consultants:$141K under

• Computer Hardware and Software:  $272K over

 All Core Responsibilities were completed
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ERO Budget Summary 2017

3

Total Budget

Entity 2017                          

Actual

($000's) 

2017                    

Budget 

($000's) 

Variance 

Over (Under) 

($000's) 

Variance to 

Budget 

NERC 68,670 69,602 (933) -1.3%

FRCC 6,888 7,178 (289) -4.0%

MRO 10,643 11,227 (584) -5.2%

NPCC 14,580 15,147 (567) -3.7%

RF 20,018 19,909 109 0.5%

SERC 16,715 17,482 (767) -4.4%

SPP 11,055 10,866 190 1.7%

TRE 11,487 12,167 (681) -5.6%

WECC 27,024 26,790 233 0.9%

Total 187,079 190,368 (3,289) -1.7%



Forward Together • ReliabilityFirst 

ERO Full Time Employee Summary 2017
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Total FTE’s

Entity 2017                         

Actual 

2017                    

Budget 

Variance Over 

(Under) 

% of 

Budget 

NERC 190.8 189.9 0.9 0.5%

FRCC 27.6 30.0 (2.4) -8.0%

MRO 42.0 43.0 (1.0) -2.3%

NPCC 36.4 36.9 (0.5) -1.4%

RF 73.9 72.3 1.6 2.2%

SERC 60.3 75.0 (14.7) -19.6%

SPP 28.6 33.3 (4.7) -14.1%

TRE 56.0 60.0 (4.0) -6.7%

WECC 132.3 140.0 (7.7) -5.5%

Total 647.9 680.4 (32.5) -4.8%
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2017 Financial Audit

 Performed by RSM US LLP

 Preliminary Field Work – week of January 8, 2018

 Final Field Work – week of January 29, 2018

 Draft Financial Statements provided to Management – February 15, 2018

 No Material Weakness

 No Identified Significant Deficiencies 

 No Uncorrected Misstatements

 RSM Identified Adjustments

• No adjustments were identified

 Very Successful, Clean Audit
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2019 

BUSINESS PLAN & BUDGET
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2019 Business Plan & Budget Schedule

8

Date Activity

April 2018 Board of Directors conference call to approve first draft of 

Business Plan & Budget (BP & B) for posting and to send to 

NERC

April 25, 2018 First draft of BP & B due to NERC

May 2018 30 day member comment period for first draft of BP & B 

May 22, 2018 Meet with FERC to discuss BP & B

May 24, 2018 Board of Directors meeting to approve final BP & B

July 3, 2018 Final BP & B due to NERC

August 24, 2018 Final budget package to FERC
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2019 Budget Expectations

 Budget Assumptions
• Staffing

‒ Further review by management considering workload and impacts of 2019 retirements

• Personnel Expenses
‒ Merit Increases: 3%

‒ Medical/Dental/Vision Premiums: 15%/8%/0%

• Travel Expenses
‒ no change

 Additional Considerations

• Will not budget for a vacancy rate as the following staffing related expenses will not be 

specifically budgeted and staffing has stabilized:
‒ Recruitment costs

‒ Relocation expenses

 Assessments
• Goal is to track assessment stabilization strategy 

 2019 Budget Projection
• 4% to 7% increase 
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Operating Reserve

 Reserves across NERC and Regions vary between 

$626K and $5.8M, including operating, working capital, 

and assessment stabilization funds.

 Operating Reserve is intended for uncertain, or 

unbudgeted and unexpected expenditures.

 Recommendation

• $1,000,000 Operating Reserve for 2019

 Action

• Approve $1,000,000 for the 2019 Operating Reserve by the Finance 

and Audit Committee
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PJM Cold Weather Performance 
December 27, 2017 – January 7, 2018 

 

Robert Eckenrod, Chief Compliance Officer 

ReliabilityFirst Board Meeting 

March 15, 2018 

www.pjm.com 



PJM©2018 2 

Summary 

www.pjm.com 

 Thanks to PJM Members and operators, the system performed 

very well in the cold snap, significantly underscoring that PJM’s 

grid remains strong, diverse and reliable 
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Top Ten  Winter Peaks 

www.pjm.com 
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RTO Daily Average Temperature 
Preliminary 

www.pjm.com 
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RTO Load* and RTO Average Wind Chill** 

www.pjm.com 
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2014 and 2018 Forced Outages 

www.pjm.com 
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Conclusions 

Lessons learned since Polar Vortex 

helped to ensure reliable system 

operations during the Cold Snap 

• Increased investments in existing resources 

• Improved performance measures 

• Enhanced winterization measures 

• Increased gas-electric coordination 

Significant reduction of forced 

outages as compared to the Polar 

Vortex 

• 40,200 MW in 2014 vs. 23,751 MW in 2018 

• Partially attributable to lower wind chill/higher 

temperatures 

• During peak demand, PJM still had excess reserves 

and capacity 

Continuous improvement • Additional fuel security measures including enhanced 

gas-electric coordination 

• Fuel-oil supply and transportation tracking 

• Additional modeling/scenario analysis of operations in 

extreme weather over an extended period 

Need for Pricing Reform 

Underscored 

• Significant spike in up-lift payments highlights need to 

reform pricing for energy and reserves 

• PJM and stakeholder to evaluate and implement 

reforms in this area 

www.pjm.com 
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• In January 2018, MISO and Members 
reliably managed operations during 
periods of high load due to extreme cold

• Operating procedures ensured reliability 
and allowed access to additional resources 
during emergency situations

• On January 17, MISO advanced to a Maximum 
Generation Event Step 2c/d in the South Region

• Load management was implemented on January 17 - 18 
to address South Region shortage conditions 

• Enhancements made following the 2014 
polar vortex improved MISO’s performance

*2014 outage determined manually.  Post-2014 CROW outage codes were added to assist with reporting.  Many outages have been coded as Other (115)



Sustained cold weather early and record low South 
temperatures late created challenging operating 
conditions in January 2018

3

109.3 106.5 98.2 100.0 106.1

-3°

4°
8° 7°

-1°

-10

0

10

20

30

40

0.0

20.0

40.0

60.0

80.0

100.0

120.0

2014
(Polar Vortex)

2015 2016 2017 2018

Fa
hr

en
he

it 
(°

)

G
W

Peak Load Low Temperature

All-Time 
Winter 
Peak

MISO System Peak Load and Temperatures - January

Temperatures are hourly low values for January of that year (F°)



Forced generation outages, derates, and delayed 
outage returns intensified already tight conditions
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Conclusions and Lessons Learned
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Coordination within MISO, with members, 
and with neighbors ensured reliable 
outcomes

• Additional staffing and drills on emergency 
processes allowed for effective 
management of all obligations 

Lessons learned from the 2014 Polar 
Vortex have become a standard part of 
successful operations 

• Tools and process enhancements, 
especially in Electric-Gas coordination, 
positioned MISO to proactively manage the 
extreme circumstances

Demand Side Management was 
implemented*

• Further review after receiving meter data 
from Market Participants 

• Continue to drill on process

Emergency Energy Purchases were 
successfully implemented*

• Additional clarification needed in the 
procedure 

• Additional training to be conducted

Emergency Pricing worked as designed* • Ensured prices were reflective of 
emergency conditions

*January 17 South Region Maximum Generation Event
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Presentations for January 2018 specific events 
can be found on the MISO website in the 
Market Subcommittee (MSC) Meeting 
Materials

2018 Cold Snap – January 11, 2018 
https://cdn.misoenergy.org/20180111%20MSC%20Item%2005%20
January%202018%20Cold%20Snap%20Updated122877.pdf

January 17, 2018 South Region Max Gen 
Event – February 8, 2018
https://cdn.misoenergy.org/20180208%20MSC%20Item%2008%20
Update%20on%20January%20Weather%20and%20Winter%20Sto
rm%20Inga122372.pdf



Enhancements made following the 2014 polar vortex 
improved MISO’s performance…

• Voluntary Load Management (VLM) reporting
• Monthly LMR/LMM drills

Demand Response and 
Resource Adequacy

• “At-Risk” generators identification
• Pipeline and associated generators operator displayUnit Performance

• Addition of Outage Reason CodePost Event Analysis

• Winter Readiness Workshop
• Annual Reminders
• MISO Winterization Guidelines

Communications

• ELMP
• Emergency Pricing
• Coordinated Transaction Scheduling (CTS)

Market Performance
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…especially in Electric-Gas Coordination
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MISO Website: 
Gas Pipeline 

Notifications Page

Fuel Impact 
Report:  Potential 

At Risk Units

Electric/Gas 
Pipeline Map 

Display 

Winter Generator 
Fuel Survey

Generator-Pipeline 
Database

Gas Usage Profiles FERC 809



Operators used emergency procedures to reliably 
manage extreme operating conditions

Polar Vortex
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https://www.misoenergy.org/AboutUs/LeadershipGovernance/PublishingImages/Corporate%20Fact%20Sheet.jpg

MISO drives value creation through efficient and 
reliable operations, markets, planning and 
innovation

MISO by-the-numbers
High Voltage Transmission 65,800 miles

Generation Capacity 174,000 MW

Peak System Demand 127,125 MW

Customers Served 42 Million

Vision: The most reliable, value-creating RTO
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Hurricane 
Harvey

August 2017

High load, driven by 
extreme 

temperatures and 
coupled with 
unavailable 

generation, can 
create operational 

challenges

Unseasonal 
Temperatures

April and September  2017

Extreme Cold

January 2018

Preparation, planning, and operating procedures 
ensure reliability during challenging operating 
conditions
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MISO used 
Hurricane Action 
Plan developed 
with members to 

successfully 
manage this rain 

and flooding event

Polar Vortex
January 2014

Freezing 
components and 

fuel restrictions led 
to improved electric-

gas coordination, 
outage reporting, 

and winter readiness 
preparations

Small fluctuations in 
temperature can 

result in very large 
load responses, 
challenging load 

forecasting



Emergency operating procedures preserve the 
system and gain access to certain resources during 
emergency or abnormal operating situations
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Emergency Operating Procedures 
guide operator actions when an event 
has the potential to, or actually does, 
negatively impact system reliability

Conservative 
System Operations

Severe Weather 
Alert

Hot Weather 
Alert

Cold Weather 
Alert

Geo-Magnetic 
Disturbance 

Warning

Maximum Generation 
Emergency Procedures

Tier I 
Emergency 
Price   Offer 

Floor 

Tier II 
Emergency 
Price   Offer 

Floor 

For more information - MISO Operating Procedures One-Pager and Appendix



Lessons learned from the 2014 Polar Vortex have 
become a standard part of successful operations 
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Gas-Electric Coordination 
Initiatives

Emergency 
Preparedness 

• Enhanced Operational Tools
• Gas-Electric Market Alignment
• Generation Fuel Survey 
• MISO Winterization Guidelines
• Operational Situational Awareness

Generation Portfolio

Operational
Readiness

• Communication, Coordination, and 
Planning

• Reliability & Pipeline Calls
• Pipeline & Price Monitoring
• Emergency Procedures
• Operational & Market Enhancements

• Diverse generation pool to ensure 
reliability

• Planning and collaboration with 
members and gas industry for wind 
and natural gas utilization

• FERC Winter Readiness Technical 
Conference

• MISO EOP & Winter Readiness 
Workshops

• Emergency Response & Power 
System Restoration Drill



Proactive preparation for extreme conditions 
favorably positions MISO to meet operational 
needs
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RF Footprint EMS Trends
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RF Footprint EMS Trends Summary

3
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Cause Coding EMS Events

4

A Codes
A1 

Design / 

Engineering

A2 

Equipment / 

Material

A3

 Individual 

Human 

Performance

A4 

Management / 

Organization

A5 

Communication

A6 

Training

A7 

Other

AX 

Overall 

Configuration

AZ 

Information 

LTA

Bad Data 28 28 1 4 1 1 3 4 10

Software 15 33 1 6 4 4 9 2 18

Loss of 

Power 15 17 2 12 4 1 6 0 7

Setting 16 7 6 8 3 1 3 14 9

Maintenance 16 29 4 36 5 1 6 5 10
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ERO Events Analysis – EMS Focus

5

The EMS Working Group has published an EMS 

Reference Document

• Risks and Mitigations for Losing EMS Functions

‒ http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks_an

d_Mitigations_for_Losing_EMS_Functions_Reference_Document_

20171212.pdf

• The purpose of this Reference Document is to:

‒ Identify and discuss the risk of losing EMS functions

‒Analyze the causes of EMS events reported through the 

NERC/ERO EA Process

‒Share mitigation strategies with the industry to reduce these risks 

to EMS reliability
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EMS Reference Document

6

Local Area Network

ICCP Network

ICCP Data

ICCP Data
ICCP data

ICCP Data

External Entities

Model Server Scada Server AGC Server SE/CA Server

ICCP Server Front End 
Processor

RTU RTU

Generation Station Substation

EMS
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Mitigations for the Risk of Loss of EMS Functions

Enhanced system restoration plans, including drills and training 

on the procedures, plus real-life practice implementing the 

procedures 

Overlapping coverage of situational awareness with Reliability 

Coordinators and neighboring Transmission Operators and 

Balancing Authorities 

Offline tools (studies) 

Backup tools and functionality 

Short durations (quick recovery), 99.99% EMS availability

More in the document…
7
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ERO Events Analysis – EMS Outreach

8

The Event Analysis Subcommittee and the EMS 

Working Group facilitated the fifth annual Monitoring 

and Situational Awareness Conference in 2017

• http://www.nerc.com/pa/rrm/Resources/Pages/Conferenc

es-and-Workshops.aspx

• RF participated on a panel presenting and discussing the Risks and 

Mitigations for Losing EMS Functions reference document

• These conferences bring together the ERO, Electric Utility EMS 

Experts, and EMS Vendors

Planning Restoration Absent SCADA or EMS (PRASE) –

FERC/NERC Joint Study Report
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ERO Events Analysis – EMS Outreach

9

Lessons Learned Documents from Events Analysis process

• The creation of a lessons learned document is a collaborative effort 

between NERC, the Regions, and the registered entities

• To date 135 Lessons Learned documents have been published from 2010 

through 2018

‒ http://www.nerc.com/pa/rrm/ea/Pages/Lessons-Learned.aspx

• There are approximately 40 Lessons Learned related to EMS and SCADA. 

Topics include Modeling, Software, Facility, Tuning, Communications

RF’s 2018 Spring Workshop theme is Situational Awareness
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Questions & Answers
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WPS Requests to Transfer to RF

 WE Energies acquired WPS

 Now effectively one geographically contiguous company (WEC 

Energy Group)

‒ Combined company now operated out of same control center and 

backup control center, which are both located in RF

‒ WE Energies and WPS operate under a single compliance 

program

 December 14, 2017: WEC Energy Group requested to transfer WPS 

and Upper Michigan Energy Resources Corporation (UMERC, 

composed of former WPS and WE Energies assets) from Midwest 

Reliability Organization (MRO) to RF

 Transfer request governed by NERC Rules of Procedure, Rule 1208

2
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Map from WEC Energy Group Transfer Request

3
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Timeline/Next Steps

Date Action

March 6 - March 27 – Comment Period

March 27 – May 7, 2018 – MRO and RF to 

review public comments

MRO and RF will each post the request for 

public comment.  

In coordination with NERC, MRO and RF may 

also consult with affected RCs, BAs, and TOPs.

May 14, 2018 – MRO/RF submittal or RF 

submittal of transfer request to NERC, as 

appropriate

If MRO and RF agree on transfer, they will 

communicate that to NERC.  If not, RF will (if 

requested by the WPS/UMERC) submit the 

transfer request to NERC.

May 15 – June 4 (21 days) – Comment Period

June 4 - July 19 – NERC to review public 

comments and MRO/RF statements, prepare 

recommendation for NERC Board

August 24 – NERC Board action

NERC will post the transfer request for public 

comment before submitting its 

recommendation to the NERC Board of 

Trustees.

September 2018 - FERC Filing If the NERC Board of Trustees approves the 

transfer, NERC will make a filing with FERC.  If 

not, RF may, upon the request of WPS/UMERC, 

file a petition with FERC .

4
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Questions & Answers
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GridEx IV Exercise

2

 NERC conducted its fourth biennial grid security and 

emergency response exercise, GridEx IV, on November 

15–16, 2017

 GridEx IV consisted of a two-day distributed play 

exercise and a separate executive tabletop on the 

second day

 The exercise provided an opportunity for stakeholders 

in the electricity sector to respond to simulated cyber 

and physical attacks affecting the reliable operation of 

the grid 
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GridEx IV Exercise - Participation

3
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GridEx IV Exercise - Objectives

4

Exercise incident response plans

Expand local and regional response

Engage critical interdependencies

 Improve communication

Gather lessons learned

Engage senior leadership
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GridEx Exercise – Lessons Learned

5

Some exercise scenarios or “moves” require 

more integration into the master scenario

More active Lead Planners

Greater Cross-Sector Participation

E-ISAC Portal Improvements

EEI and the E-ISAC should work together to 

further operationalize the Cyber Mutual 

Assistance (CMA) Program
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GridEx IV Exercise – RF Participation

6

 Engaged the EASA, IT, and Corporate Communications Teams

 EASA “played” in our normal roles following the master scenario 

events as played out by electric utilities in our footprint

 IT “played” by responding to a custom scenario which was created 

and played out simulating an RF data breach event

 Corporate Communications “played” following the exercise master 

scenario events as played out by electric utilities and also 

responding to the RF data breach event coordinating with IT, the 

CSO, and Executives

 The CSO “played” by responding to and interacting with EASA, IT, 

Corporate Communications, and Executives for both the master 

scenario events and the custom RF data breach scenario

 Support was provided by the Enforcement Team acting as RF users 

affected by the RF Data Breach event
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GridEx IV Exercise – RF Lessons Learned

7

Procedure and Process updates

Tools updates and training

Communication protocol updates (internal & 

external)

Emergency response action updates

 Increase RF IT involvement in future exercises 

to test our response capabilities more 

completely
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GridEx IV Exercise – Follow Up Activities

8

Review and comment on the GridEx IV After 

Action Report

Review and implement Lessons Learned

Planning for GridEx V in 2019

FERC Cyber Planning for Response and 

Recovery (CyPReS) Study
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Questions & Answers

Forward Together         ReliabilityFirst 
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